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1.	Introduction	
	

Cryptographic	information	security	is	an	im-
portant	component	of	information	security.	It	is	
directly	related	to	overcoming	current	problems	
and	challenges	in	cyberspace,	new	threats	to	in-
formation	security	in	critical	infrastructures	in	
defense	and	security,	industry,	banking,	econ-
omy,	etc.	New	promising	information	technolo-

gies,	which	in	the	face	of	modern	challenges	and	
threats	can	radically	change	the	architecture	of	
new	information	systems,	are	particularly	inter-
esting.		

Rapid	improvement	of	new	computing	facili-
ties	based	on	the	principles	and	effects	of	quan-
tum	physics	(so-called	universal	quantum	com-
puters)	jeopardizes	current	and	standardized	at	

the	national	and	international	levels	mechanisms	
(protocols,	algorithms	etc.)	public-key	cryptog-
raphy.	In	the	near	future,	due	to	the	possibility	of	
effective	use	of	quantum	computers	for	solving	
cryptographic	analysis	problems,	the	vast	major-
ity	of	public-key	algorithms	existing	today	will	
become	vulnerable	and	will	not	be	able	to	pro-
vide	even	the	lowest	level	of	security.	And	the	

mathematical	transformations	of	such	crypto-
graphic	means	will	go	down	in	history	of	crypto-
graphic	science.	

Thus,	the	main	task	of	modern	crypto-
graphic	science	is	to	theoretically	substantiate	
the	reliable,	fast	and	secure	cryptographic	proto-
cols	in	the	conditions	of	possible	use	of	quantum	
means	of	cryptographic	analysis.	On	the	one	

hand,	it	is	a	response	to	new	challenges	o	infor-
mation	security.	On	the	other	hand,	these	are	
new	opportunities	for	creating	international	in-
formation	systems	with	the	provision	of	elec-
tronic	trust	services	with	a	guaranteed	level	of	
information	and	cybersecurity.	

This	article	focuses	on	the	results	obtained	
from	the	development	and	research	of	post-
quantum	cryptographic	algorithms	(PQC)	and	the	

first	results	on	their	standardization.	In	particu-
lar,	it	provides	brief	information	on	the	interme-
diate	results	of	the	open	competition	of	post-
quantum	cryptographic	algorithms	from	the	US		

	

	

	

	

	

National	Institute	of	Standards	and	Technology	
(NIST).	It	also	shows	the	first	results	of	national	
standardization	obtained	in	Ukraine.	In	our	opinion,	
this	is	one	of	the	first	examples	of	successful	imple-

mentation	of	the	latest	cryptographic	algorithms	at	
the	state	level.	Such	experience	can	be	used	in	the	fu-
ture	for	international	standardization	and	for	the	im-
plementation	of	post-quantum	algorithms	in	modern	
information	systems	and	networks.	

	

2.	Intermediate	results	of	develop-
ment	and	research	of	post-quan-
tum	cryptographic	algorithms	
	

According	to	the	National	Security	Agency	
(NSA)	[1],	NIST	USA	[2],	the	European	Telecommuni-
cations	Standards	Institute	(ETSI)	[3]	and	the	
world's	leading	scientists	[4],	full-scale	universal	

quantum	computers	may	become	available	to	cyber-
criminals	in	the	next	10-15	years.	In	2016	NIST	an-
nounced	a	global	competition	of	post-quantum	cryp-
tographic	algorithms	(PQC)	[5]	to	prevent	such	secu-
rity	threats.	It	involves	the	most	experienced	and	
reputable	research	institutions,	including	the	Insti-
tute	of	Quantum	Computing	(IQC),	European	Insti-
tute	of	Telecommunications	Standards	ETSI	interna-

tional	PQCrypto	project,	etc.	

All	studies	of	post-quantum	cryptography	are	
focused	on	several	areas:		

• Lattice-based	cryptography	

• Multivariate	cryptography	

• Hash-based	cryptography	

• Code-based	cryptography	

• Supersingular	elliptic	curve	isogeny	cryptog-
raphy.	

Another	area	is	symmetric	cryptography.	But	most	
modern	algorithms	will	be	able	to	provide	the	required	
level	of	stability	due	to	large	lengths	of	symmetric	keys	
and	system-wide	parameters.	

Therefore,	algorithms	and	protocols	of	public-key	
cryptographic	transformations	are	the	most	relevant:	

• Public-Key	Encryption	and	Key-Establishment		

Algorithms	(PKE/KEM);	

• Digital	Signature	Algorithms	(DSA).	
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To	date,	there	are	the	results	of	the	second	
round	of	the	PQC	competition	from	NIST	USA	[6].	
The	next,	third	stage,	has	been	announced.	Inter-
mediate	results	of	research	of	the	second	stage	are	

described	in	[7].	The	results	of	research	and	com-
parative	analysis	of	the	candidates	of	the	second	
round	using	PLD	are	presented	in	[8].	A	detailed	
description	of	the	algorithms-finalists	of	the	third	
round	is	given	in	[9].	

NIST	has	published	several	finalists	of	the	
third	round,	which	are	expected	to	be	later	stand-
ardized.	

In	particular,	the	following	were	selected	as	

finalists	PKE/KEM:	

• Classic	McEliece;		

• CRYSTALS-KYBER;		

• NTRU;	

• SABRE.		

• As	for	the	DSA:	

• CRYSTALS-DILITHIUM,		

• FALCON	

• Rainbow	

These	algorithms	will	be	consid-
ered	in	detail	and	investigated	for	possi-
ble	standardization.	

In	addition,	eight	other	algorithms	
were	selected	as	alternative	candidates:	
BIKE,	FrodoKEM,	HQC,	NTRU	Prime,	
SIKE,	GeMSS,	Picnic	and	SPHINCS+.	

General	information	on	all	algo-
rithms	is	given	in	table	1.	

	
Table	1.	Brief	information	about	the	finalists	of	the	

third	round	NIST	PQC	

	
	

	
	
	
	

As	can	be	seen	from	Table	1,	the	most	promising	
in	terms	of	future	standardization	are	post-quantum	

cryptographic	algorithms,	which	are	based	on	math-
ematical	transformations	in	rings	of	polynomials	
(lattice-based	cryptography).	This	direction	was	cho-
sen	by	Ukrainian	scientists	for	the	national	standard-
ization	of	post-quantum	cryptography	and	its	further	
implementation	at	the	state	level.	
	

2.	The	first	results	of	standardi-
zation	of	post-quantum	cryp-
tography	

	

Researchers	from	Ukraine	have	made	the	greatest	
progress	in	standardizing	of	post-quantum	cryptog-

raphy.	In	particular,	based	on	the	results	of	the	last	
few	years,	Ukraine	has	managed	to	develop	and	
bring	to	the	level	of	national	standardization	three	
algorithms	for	post-quantum	cryptography.	The	re-
sults	and	achievements	of	the	international	scientific	
community	were	taken	into	account,	including	the	
NIST	PQC	international	competition	[6-9].	

	

2.1	Public-Key	Encryption	and	Key-Es-
tablishment	Algorithms	(national	stand-
ard	of	Ukraine	DSTU	8961:2019	
«Skelya»)	

	

This	standard	describes	key	encryption	and	en-
capsulation	algorithms	that	use	Lattice-based	cryp-
tography.	The	authors	of	the	standard	took	into	ac-
count	the	experience	and	research	results	of	the	
works	presented	at	the	NIST	PQC	competition.	

	

The	encryption	algorithm	uses	an	asymmetric	key	
pair,	i.e.	a	public	key	to	encrypt	blocks	of	information	

(data)	by	the	sender,	and	a	private	(secret)	key	to	
decrypt	encrypted	blocks	by	the	recipient.	

The	key	encapsulation	algorithm	(protocol)	also	uses	
an	asymmetric	key	pair,	i.e.	the	private	(secret)	ses-
sion	key	to	encapsulate	the	session	key	by	the	
sender,	and	the	public	session	key	to	decapsulate	the	
session	key	by	the	recipient.	
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The	recipient,	based	on	the	personal	(secret)	
decryption	key	and	decapsulated	sender's	session	
key,and	the	sender,	based	on	the	recipient's	public	
encryption	key	and	the	personal	(secret)	session	

key,	produce	a	common	«secret»	(common	key).	
Later,	the	common	key	can	be	used	to	encrypt	in-
formation	(data)	in	communication	channels	dur-
ing	the	information	exchange.	

    Key	encapsulation	is	the	process	of	crypto-
graphically	transforming	a	session	key	and	other	
data	to	ensure	their	confidentiality,	integrity	(au-
thenticity)	and	cryptographic	resistance,	as	well	
as	matching	the	symmetric	encryption	key	be-

tween	sender	and	receiver	in	the	future.	Decapsu-
lation	is	the	process	of	verifying	the	integrity	and	
authenticity	of	an	encapsulated	session	key	and	
agreeing	on	a	data	protection	key	between	the	re-
cipient	and	the	sender.	

    Encryption	and	encapsulation	of	keys	are	per-
formed	on	the	basis	of	mathematical	transfor-
mations	in	a	ring	of	polynomials	over	a	finite	field.	

    The	standard	takes	into	account	the	require-
ments	for	cryptographic	stability	against	special	
attacks	based	on	leakage	through	technical	chan-
nels,	as	well	as	potential	classical	and	quantum	at-
tacks,	in	particular	in	the	transition	and	post-
quantum	periods.	The	standard	is	developed	tak-
ing	into	account	the	experience	of	creating	and	ap-
plying	ISO	/	IEC	18033-2	and	the	results	pre-

sented	in	[10-17].	

    This	standard	is	intended	to	use	by	developing	
cryptographic	information	security	in	the	provi-
sion	of	confidentiality,	integrity,	indisputability,	
availability,	etc.	In	particular,	to	protect	against	
special	attacks,	as	well	as	attacks	in	the	post-quan-
tum	period,	in	information,	telecommunication	
and	information-telecommunication	systems.	

Depending	on	the	level	of	cryptographic	re-

sistance	against	classical	and	quantum	attacks	
that	must	be	provided,	there	are	three	modes:	

• Mode	SKELYA–КЕM	256/128	–	256	protec-
tion	bits	against	classic	attacks	and	128	bits	
of	protection	against	quantum	attacks,	as	
well	as	protection	against	special	attacks;	

• Mode	SKELYA–КЕМ	384/192	–	384	protec-
tion	bits	against	classic	attacks	and	192	bits	

	

	

	

	

	of	protection	against	quantum	attacks,	as	well	
as	protection	against	special	attacks;	

• Mode	SKELYA–КЕМ	512/256	–	512	protection	
bits	against	classic	attacks	and	256	bits	of	pro-
tection	against	quantum	attacks,	as	well	as	pro-

tection	against	special	attacks.	

The	following	cryptographic	transformations	can	be	
also	separately	applied	in	each	of	the	operating	
modes:	

• independent	algorithm	(function)	of	asymmet-
ric	encryption;	

• key	encapsulation	protocol	(function)	based	on	
the	use	of	asymmetric	cipher	function;	

• symmetric	encryption	and	authentication	
mechanism	(function)	based	on	asymmetric	

encryption	and	key	encapsulation	functions.	

Each	mode	of	operation	due	to	the	use	of	cryp-
tographic	transformations	in	the	rings	of	polynomi-
als	and	finite	fields	provides	services	of	confidential-
ity,	integrity,	authenticity,	availability	and	crypto-
graphic	survivability	of	the	session	key	and	its	coor-
dination	between	sender	and	receiver.	

	

2.2	Digital	Signature	Algorithms	
with	deviations	(draft	national	
standard	of	Ukraine	«Vershina»,	
expected	adoption	by	the	end	of	
2022)	

      This	draft	standard	(«Vershina»)	provides	
cryptographic	algorithms	of	digital	signature	based	
on	mathematical	transformations	of	the	algebraic	
lattice	with	deviations	in	rings	of	polynomials	
Ζq[X]/(Xn+1)	and	Ζ3[X]/(Xn+1)	degree	n	for	an	
integer	q.	

  The	algorithms	use	an	asymmetric	key	pair:	
private	(secret)	key	and	public	key.	To	create	the	DS	

the		signer’s	private	(secret)	key	is	used,	and	for	the	
verification	of	the	DS	the	verifier’s	public	key	is	used.	
The	signer’s	integrity,	authenticity	and	irrefutability	
are	decided	based	on	the	verification	of	the	DS.	

Algorithms,	depending	on	the	level	of	
cryptographic	resistance	against	classical	and	
quantum		
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attacks,	as	well	as	attacks	by	third-party	channels	
that	need	to	be	provided,	can	be	used	in	four	
modes:	

	
• Mode	VERSHINA–128/64	(mode	=	1)	–	128	

bit	of	protection	against	classical	attacks	
and	64	bits	of	protection	against	quantum	
attacks,	protection	against	special	attacks	
(stability	margin	corresponds	to	symmetric	
cipher	AES	-	128);	

• Mode	VERSHINA–256/128	(mode	=	2)	–	

256	bit	of	protection	against	classical	at-
tacks	and	128	bits	of	protection	against	
quantum	attacks,	protection	against	special	
attacks	(stability	margin	corresponds	to	
symmetric	cipher	AES	-	256);	

• Mode	VERSHINA–384/192	(mode	=	3)	–	
384	bit	of	protection	against	classical	at-
tacks	and	192	bits	of	protection	against	

quantum	attacks,	protection	against	special	
attacks	(stability	margin	corresponds	to	
symmetric	cipher	with	a	key	384	bits);	

• Mode	VERSHINA–512/256	(mode	=	4)	–	
512	bit	of	protection	against	classical	at-
tacks	and	256	bits	of	protection	against	
quantum	attacks,	protection	against	special	
attacks	(stability	margin	corresponds	to	

symmetric	cipher	with	a	key	512	bits).	
Cryptographic	transformations	and	corre-

sponding	hashing	functions	can	be	used	in	each	of	
the	operating	modes.	

Public	key	cryptographic	transformation	al-
gorithms	based	on	algebraic	lattices	with	devia-
tions	with	different	security	parameters	are	used	

for	modes	of	operation	due	to	the	use	of	DS	to	
provide	integrity,	authenticity,	accessibility	and	
indisputability	services,	which	allows	to	obtain	
different	security	levels	and	technical	and	eco-
nomic	and	technical	and	operational	characteris-
tics	(indicators).	

	

2.3	Digital	Signature	Algorithms	
with	a	given	sample	(draft	na-
tional	standard	of	Ukraine	
«Sokil»,	expected	adoption	by	
the	end	of	2023)	

	

	

	

	

This	draft	standard	(the	designation	«Sokil»)	
uses	digital	signature	algorithms	on	algebraic	NTRU	
lattices	with	a	given	sample.	They	are	designed	to	
ensure	the	integrity,	authenticity,	accessibility	and	

integrity	of	the	information	and	resources	that	un-
derpin	the	provision	of	electronic	trust	services	in	
the	interaction	of	two	or	more	entities	that	trust	the	
provider	of	electronic	trust	services.	Digital	signa-
ture	can	be	the	basis	for	electronic	identification,	
electronic	authentication,	advanced	and	qualified	
digital	signature,	printing	and	creation	of	electronic	
documents.	

The	draft	standard	describes	DS	algorithms	that	
use	two	main	components:	1)	a	class	of	crypto-
graphic	lattices	based	on	the	NTRU	lattice;	2)	fast	
Fourier	sampling	technology.	An	algorithm	[18]	is	
used	as	a	prototype,	which	has	been	extended	to	pro-
vide	greater	cryptographic	resistance	while	using	
quantum	computers.	

The	main	approach	to	the	design	of	the	DS	
mechanism	is	to	use	the	"hash-and-signature"	para-

digm	[18-20].	Its	main	advantage	is	the	evidence	sta-
bility	within	the	quantum	random	oracle	model.	An-
other	advantages	of	DS	«Sokil»	are	the	minimum	
length	of	public	key	size	and	signature	size,	com-
pared	to	all	other	DS	algorithms,	the	efficient	DS	
signing	and	verification	algorithms.	The	main	disad-
vantage	is	the	slow	key	generation.	However,	DS	

«Sokil»	can	be	easily	integrated	into	existing	proto-
cols	and	applications	and	provides	acceptable	over-
all	performance.	Also	while	using	DS	«Sokil»	it	is	pos-
sible	to	implement	it	as	a	message	recovery	technol-
ogy	[18,	19].		DS	«Sokil»	corresponds	to	the	require-
ments	for	cryptographic	stability,	including	in	the	
post-quantum	period.	It	is	effective	in	terms	of	tech-
nical,	economic	and	operational	characteristics.	The	

main	essences	of	calculations	and	transformations	in	
DS	«Sokil»	are	polynomials	of	degree	n	of	the	form	φ	
=	xn	+	1	with	integer	coefficients,	which	are	calcu-
lated	by	modulo.	Calculations	are	also	performed	
modulo	the	polynomial	φ	=	xn	+	1,	always	only	for	
values	n	=	512,	1024	and	2048.	

Cryptographic	transformations	are	performed	using	
asymmetric	key	pairs:	for	the	DS	using	the	subscrib-

er's	private	key,	and	for	the	verification	of	the	DS	us-
ing	the	verifier’s	public	key.	
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Standard	provides	protection	against	existing	
and	future	classical	and	quantum	attacks,	as	well	
as	against	special	attacks	through	third-party	
channels.	

Depending	on	the	required	level	of	security	
and	restrictions	on	technical,	operational	and	eco-
nomic	characteristics,	the	standard	can	be	applied	
with	1,	2	and	4	levels	of	security	and	cryptocur-
rency,	respectively,	providing	128,	256	and	512	
bits	of	security	against	classical	cryptanalysis	and	
64,	128	and	256		security	bits	against	quantum	
cryptanalysis,	as	well	as	providing	protection	

against	special	attacks.	

	

Conclusions	
Thus,	the	development	and	research	of	post-

quantum	cryptographic	algorithms	are	in	the	final	
phase.		According	to	the	results	of	the	NIST	PQC	

competition,	possible	candidates	for	international	
standardization	have	already	been	selected.		In	
particular,	there	are	several	applicants	for	PKE	/	
KEM	and	DSA.	At	the	final	stage	of	the	competi-
tion,	crucial	tests	and	trials	are	conducted.	It	is	ex-
pected	that	in	the	coming	years	new	standards	of	
cryptographic	transformation	will	be	adopted	and	

put	into	practice,	which	will	ensure	a	secure	tran-
sition	to	the	post-quantum	technological	era.	A	
good	example	of	such	innovations	are	the	latest	
Ukrainian	standards,	which	have	been	developed	
and	implemented	taking	into	account	the	experi-
ence	of	NIST	PQC.	
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